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SUBJECT:

Purpose:

This memorandum provides LS, Immdgration and Castoms Enforcement (JCE) personmed
guidance on acceptable uses of online Wmiovmation, ;miwimg the operational use of social media,
within the scope of thelr norelaw enforcement worke-related activities.

Backuroung:

Om June 8, 2012, the Chief Privacy Officer of the Diepartment of Homeland Security {13HE)
ssued a ?33&{: tive and Instruction, “the DHS Privacy Policy™ that establshed DHS privacy

‘{}{;Ez"* for the operational use of social med tn. The definition of social mu* wa in the DHS Pohiey
1 dratted broadly 50 ag w lkely include general uses of online informaton.”

Fursuant to the DHS Privacy Peolivy, all components are ;g\;ﬁ;zwi o pomplete a template
detatling any categories of the operstional use of social media n which ICE is.a csm's:?x}i‘é.}; or will
be engaged and submit 1 o the DHS Chie! Privacy Officer for approval. Components must also
draft Rules of Behavior governing em‘%@ category of operational use of social media o which they
are eurrestly or will be engaged. On June 28, 2012, the Memorandum for law enforeement
personnel tided the “Use of Public and Non-Public Online Information” was ssued providing

HOE s rules of behavior for personnel engaged i law enforcement activities, The present
memorandum provides 1CF personnel with guidance on gcceptable uses of onling information,
incliding the operational use of soctal media, within the scope of their non-law enforcement
work-refated activities

~

: '\'%s:s; 3’33\%‘% fanagement Directive 110-01 and Instruction HIODLO0T, Privacy Policy jor the Operational Use of

C See E%E--i.“s fnstruction VIGO0, Pra cv for she Queraifonad Use of Sociad Medicar 4.
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Discussion:

Personnel at ICE should follow the below principles for the nonelaw enforcement use of public
and non-public online mformation.

To implement these core principles, IUE divectorates and program offices muay establish
guidance and/or modify existing guidance, as necessary, or reference the DHS Privacy Policy us
applivable to the activities in guestion.

ICE Principles for Non-Law Enforcement Lise of Public Onling Information:
1. Use of Equipment. Personnel may only use povernment-issued cquipment when

engaging in the use of online information in the performance of thewr non-law
enforcement duties.

2. Use of Bmadl and Accounts. Personnel must use soreen names or identities that indicate
an official DHS af
engaging in the use of the Internet to include social media in the performance of theiy
non-law enforcement daties,

3. Public Interaction. Fxecept with the consent of the individual or when necessary for

e
training activities and professional social networking, personnel engaged in non-law

enforcement activities may access publicly available mnformation only by reviewing
posted information and yway not interact with the individuals who posted the information.

4. Privacy Settingy. When enpaged in nonslaw enforcement activities, persomnel must
regpect individualy” privacy settings and access only information that is publicly available
on the Internet, fo include social media,

§j's

Pl Collection. Personnel generally way collect only the minimum personally
identifiable mformation (P11} necessary for she proper performance of their authorized
non-law enforcement duties.

6, Pl Safeguards. Personned will protect P as vequired by the Privacy Act, i applicable,
and DHS privacy policy.

7. Documentation. Personnel will retain the contents of their use of the Internet, including
social media, 1 they would have retained that information had it been written on paper,
These contents should be preserved m appropriate ICE recnrdkeeping systems in
accordance with office procedures and In 2 menner authorized by the relevant records
schedule.
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& Online Communications Generally, Personned may use onlineg services to communicate
in the same way that they are authorized o gse other types of communication tools, such
as the wlephone and the mail,

9. Activity duning Personal Time, While not on duty, persommel are generally free to engage
in perscenal online pursuits. If) however, the off-duty online activity on government
ssued or personal equipment directly and substantially velates to g worl-related matter,
personnel are hound by the same resirictions regarding the use of online information as
would apply when on duty.

Mo Private Right of Action

This memorandum 1s not intended to, does not. and may not be relied upon to create any right or
benetit, substantive or provedural, enforceable by law by any party in any administrative, civil,
or eriminal matter.
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