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Handbook, the acronym “CFA” will refer to both Computer Forensics Agents and Computer 
Forensics Analysts.) 
 
3.5 Computer Hardware 
 
Computer hardware is a computer and/or connected or associated physical apparatus directly 
involved in the performance of communications or data processing functions. 
 
3.6 Computer Software 
 
Computer software consists of programs that can be installed on a computer to provide various 
types of functionalities for the computer. 
 
3.7 Digital Currency 
 
Digital currency (also referred to as electronic currency or e-currency) is a system of currency 
facilitated by the Internet that is linked to the value of some other item that can represent cash, 
gold or precious metals, merchandise, or other commodities of value.  Traits common to most 
digital currencies include the use of third party companies called Exchange Makers to fund the 
e-currency account, the ability to transfer value between account holders or purchase one 
e-currency using other e-currencies, and, most importantly, the close relationship between 
e-currencies and various stored value systems.   
 
3.8 Domain Name 
 
A domain name identifies one or more IP addresses that are used in Uniform Resource Locators 
(URLs) to identify particular Web pages.  An example of a domain name is <mit.edu>.  The 
name consists of two parts:  the secondary domain (mit) and the top level domain (TLD) (edu).  
Each domain name can also have an associated IP address by which it can be identified and/or 
addressed.  For example, a user can enter either www.ice.gov or its associated IP address, 
149.101.23.4, to access the ICE Web site. 
 
3.9 Electronic Commerce 
 
Electronic commerce or “e-commerce” is business that is conducted over the Internet using any 
of the applications that rely on the Internet, such as e-mail, IM, shopping carts, Web services, 
Universal Description Discover and Integration, File Transfer Protocol (FTP), and Electronic 
Data Interchange, among others.  E-commerce consists of buying and selling products and 
services over the Internet, including transmitting funds, goods, services, and/or data.  
E-commerce can be between two businesses (business-to-business) or between a business and a 
customer/consumer (business-to-consumer). 
 
3.10 Electronic Mail 
 
Electronic mail or “e-mail” is a widely utilized Internet application.  It allows a user to send 
information to any other person or business with an e-mail address.  Addresses are 
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3.28 Modem (Modulate or Demodulate) 
 
A modem is a device for transmitting digital data over telephone wires by modulating the data 
into an audio signal to send it and demodulating an audio signal into data to receive it. 
 
3.29 Newsgroup 
 
A newsgroup is an online discussion group conceptually similar to a virtual bulletin board.  
Unlike IRCs, newsgroups are not live and consist of postings under a particular group name.  
Viewing and posting messages to a newsgroup require a news reader, which is a program that 
runs on a computer and connects to a news server on the Internet, and, in many cases, a news 
server subscription.  Most ISPs provide their customers with access to a news server as part of 
the customers’ subscription.  Third-party providers on the Internet also provide newsgroup 
access for a monthly subscription fee.   
 
3.30 Network 
 
A network is a system of interconnected computer systems and terminals.  There are several 
types of networks; two of the most commonly known networks are local area networks (LANs) 
and wide area networks (WANs). 
 
3.31 Online Payment Service 
 
An online payment service is a type of financial service that enables global e-commerce by 
providing an easy payment process on the Internet.  Online payment technology platforms allow 
buyers to complete purchases from e-commerce Web sites or just transfer funds without any 
business transactions.  
 
3.32 Operating System 
 
The operating system (OS) is the most important program that runs on a computer.  Every 
general-purpose computer must have an OS to run other programs.  OSs perform basic tasks, 
such as recognizing input from the keyboard, sending output to the display screen, keeping track 
of files and directories on the disk, and controlling peripheral devices such as disk drives and 
printers.  The most common OSs used (as of the date of issuance of this Handbook) for personal 
computing are Windows, OS X (Apple), Linux, and FreeBSD.  FreeBSD is very popular for 
Internet Web Servers. 
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3.38 Robots/Bots 
 
Robots, commonly referred to as “Bots,” are computer programs that run automatically without 
human intervention.  Typically, a robot is endowed with some artificial intelligence so that it can 
react to different situations it may encounter and perform human-like communication functions, 
such as replying to e-mails or responding to messages in a newsgroup.  Bots are commonly used 
in chat rooms to authenticate users and perform other administrative functions connected to the 
chat room. 
 
3.39 Server 
 
A server is a computer or other device that resides on a network and manages the network 
resources.  There are various types of servers that can be configured and used for specific 
dedicated purposes.  Typically, each application (e.g., e-mail, Web, and FTP) operates using a 
different port.  Servers can be set up to listen and respond to requests that are designated for a 
specific port.  For example, a file server is a computer and storage device dedicated to storing 
files.  Any user on the network can store files on the server.  A print server is a computer that 
manages one or more printers, and a network server is a computer that manages network traffic.  
A database server is a computer system that processes database queries.  A Web server is a 
computer that hosts Web pages that can be accessed with an Internet browser.  A mail server 
handles the delivery, transmission, and storage of e-mail messages.  
 
3.40 Spoofing 
 
Spoofing is a generic term describing the falsification of information for the purpose of hiding 
the origin of an e-mail message, newsgroup message, or an IP address. 
 
3.41 System Administrator 
 
A system administrator is the individual responsible for the operation and maintenance of a 
computer system or network.  This individual may also be responsible for computer security if 
there is no dedicated security administrator. 
 
3.42 Uniform Resource Locator 
 
A URL is the global address of files, documents, and other sources residing on the World Wide 
Web.  The first part of the address is referred to as a protocol identifier, which indicates what 
protocol to use.  The second part of the address is referred to as a resource name, which specifies 
the numeric IP address or the domain name. 
 
3.43 Usenet 
 
The term “Usenet” refers to Internet discussion groups, similar to Internet Forums that allow 
users to post public messages and replies.  Interaction is not in real time and uses a news reader, 
similar to newsgroups, to post messages and replies.  The Usenet could be considered to be a 
transition between newsgroups and Internet Forums. 
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D. 18 U.S.C. § 1028, Fraud and related activity in connection with identification 
documents, authentication features, and information. 

 
E. 18 U.S.C. § 1029, Fraud and related activity in connection with access devices. 
 
F. 18 U.S.C. § 1030, Fraud and related activity in connection with computers. 

G. 18 U.S.C. § 1343, Fraud by wire, radio, or television. 
 
H. 18 U.S.C. § 1362, Communication lines, stations or systems. 

I. 18 U.S.C. §§ 2510 - 2522, Wire and electronic communications interception and 
interception of oral communications. 
 

J. 18 U.S.C. §§ 2701-2712, Stored wire and electronic communications and 
transactional records access. 
 

K. 18 U.S.C. §§ 3121-3127, Pen registers and trap and trace devices. 
 
L. 19 U.S.C. § 1509, Examination of books and witnesses. 
 
M. 21 U.S.C. § 967, Smuggling of controlled substances; investigations; oaths; 

subpoenas; witnesses; evidence; production of records; territorial limits; fees and 
mileage of witnesses. 

 
N. 22 U.S.C. § 2778, Control of arms exports and imports. 
 
O. 50 U.S.C. App. § 2411, Enforcement. 
 

4.2 References 
 

A. Computer Forensics Handbook (HSI Handbook (HB) 11-01), dated April 27, 2011, 
or as updated. 
 

B. Undercover Operations Handbook (Office of Investigations (OI) HB 08-04), dated 
April 14, 2008, or as updated. 

 
C. OI Memorandum, “Issuance of Rebranded/Updated Subpoenas Forms,” dated 

December 3, 2009, or as updated or superseded. 
 

D. Seized Asset Management and Enforcement Procedures Handbook (SAMEPH) 
(U.S. Customs Service HB 4400-01A, dated January 2002, or as updated). 

 
E. Online Investigative Principles for Federal Law Enforcement Agents, Department 

of Justice (DOJ) Computer Crimes & Intellectual Property Section, dated 
November 1999.  (Note:  This document is listed for informational purposes only.  
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Chapter 6.  CYBER INVESTIGATIVE STRATEGIES 
 
6.1 Obtaining Information from Web Sites 
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8.2.2 Obtaining Electronic Communications in Storage for More than 180 Days 
 
Pursuant to 18 U.S.C. § 2703(b), there are several ways to obtain e-mail content.  Due to some 
court decisions, certain jurisdictions are limited in the processes that can be used.  Due to these 
limitations, SAs should coordinate with their local USAO and contact their local OCC. 
 
8.2.3 Controlled Substances Enforcement Subpoena 
 
A Controlled Substances Enforcement Subpoena (ICE Form 73-021) may be issued pursuant to 
21 U.S.C. § 967.  Under this authority, the Secretary of Homeland Security is authorized to issue 
subpoenas for testimony and documents or other tangible evidence in investigations relating to 
violations of 18 U.S.C. § 545 (Smuggling goods into the United States) with respect to controlled 
substances.   
 
8.2.4 Export Enforcement Subpoena 
 
An Export Enforcement Subpoena (ICE Form 73-022) is issued pursuant to 50 U.S.C. App. § 
2411(a)(1) and implementing regulations, and 22 U.S.C. § 2778(e) and implementing 
regulations.  It is used in investigations relating to the Export Administration Act, the Arms 
Export Control Act, the International Emergency Economic Powers Act, and 18 U.S.C. § 554 
(Smuggling goods from the United States).   
 
8.2.5 Immigration Enforcement Subpoena 
 
An Immigration Enforcement Subpoena (DHS Form I-138) may be issued in furtherance of the 
enforcement of immigration laws pursuant to section 235(d) of the Immigration and Nationality 
Act, 8 U.S.C. § 1225(d), and may require the attendance and testimony of witnesses and the 
production of books, papers, and documents relating to immigration matters.   
 
8.2.6 Summons 
 
The 19 U.S.C. § 1509 Summons (DHS Form 3115) is a broad summons used in the enforcement 
of customs laws.   
 
8.3 Grand Jury Subpoenas 
 
Grand jury subpoenas may be obtained through the USAO.  For electronic communication in 
storage for more than 180 days or opened e-mail, a grand jury subpoena or administrative 
subpoena with notice to the subscriber is legally sufficient in some jurisdictions.  Due to these 
limitations, SAs should coordinate with their local USAO and contact their local OCC. 
 
8.4 Search Warrants 
 
For electronic communications in storage for 180 days or less, SAs must obtain a search warrant. 
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Appendix A 
 

DIFFERENCES BETWEEN WEB SITES 
AND 

AFFILIATE WEB SITES 
 
Web Site:  
 
A Web site is a collection of files accessible via the Internet whereby a person or an 
entity can document or distribute information.  Web sites can be created by individuals 
seeking to provide information about themselves or their personal opinions or interests, 
or by private groups who are seeking to connect with others who have like interests.  
Web sites can also be created by businesses in order to market their company or products 
and may also be used to sell their products online.  Depending on their purpose, Web 
sites can contain multiple screens called Web pages.  If a Web site has multiple Web 
pages, they are linked together through a home page, which is the base page of a Web site 
that connects all the Web pages together via a system of hyperlinks.  Each Web site and 
Web page can be accessed through a unique Internet address.  This address is entered into 
a Web browser that requests the data making up the Web site or Web page from the 
servers upon which the information resides, and then receives, compiles, and displays the 
information in the Web site or Web page format on the requesting computer.  These 
Internet addresses are called Uniform Resource Locators (URLs) and are comprised of 
pieces of data, which, when put together in a string, identify the location of the files on 
the Internet.   
 
The pieces of data that make up a URL are the protocol and the domain name, but a URL 
may also contain a path or file name.  The protocol establishes the way in which the 
information will be transferred over the Internet.  Some common protocols used in URLs 
are <http://>, <https://>, <ftp://>, and <smtp://>.  The domain name is the core of the 
URL, and usually most, if not all, Web pages affiliated with a Web site will have this as 
the common base.  The domain name has a “name” chosen by the entity developing the 
Web site, usually to make the Web site readily identifiable with the content that will be 
displayed.  For example, most businesses will choose a domain name containing the 
name or a version of the name of the company, such as <www.barclays.co.uk>.  The 
domain name is comprised of labels separated by a period and is read from right to left.  
The top level domain (TLD) is the right-most part of the domain name and signifies the 
starting point through which the computer will attempt to find the data.  The TLD can be 
generic such as .com, .org, or .net, but may also be a specified country code such as “uk” 
or “ca”.  The TLD is followed by a second-level domain, and so on, including the chosen 
“name” of the Web site.  For example, in “barclays.co.uk,” “uk” is the TLD, “co” is the 
second level domain, and “barclays” is the third level domain.  The computer will 
navigate through each level domain in turn to locate all the information that comprises 
the Web site or Web page.  The leftmost part of the domain name designates the kind of 
server that the information resides on.  For example, “www” indicates that the 
information is on a World Wide Web server.  As noted, some URLs contain a path or file 
name that is an extension of the domain name that further defines the location of the 
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Appendix C 
 

ACRONYMS 
 
A 
 
AOR Area of Responsibility 
ATM Automated Teller Machine 
 
B 
 
BBS  Bulletin Board System 
 
C 
 
C3 Cyber Crimes Center 
CCS Cyber Crimes Section 
CFA Computer Forensics Agent or Computer Forensics Analyst 
CFS Computer Forensics Section 
 
D 
 
DHS Department of Homeland Security 
DNS Domain Name System 
DOJ  Department of Justice 
 
E 
 
ECPA Electronic Communications Privacy Act 
ELSUR Electronic Surveillance 
 
F 
 
FTP File Transfer Protocol  
 
G 
 
GS General Schedule 
 
H 
 
HB Handbook 
HQ Headquarters 
HSI Homeland Security Investigations 
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HTML Hyper Text Markup Language 
HTTP Hyper Text Transfer Protocol 
HTTPS Secure Hyper Text Transfer Protocol 
 
I 
 
ICE U.S. Immigration and Customs Enforcement 
IM Instant Messaging 
IMT International Mobile Telecommunications 
IP Internet Protocol 
IPAV Internet Protocol Address Verifier 
IPR Intellectual Property Rights 
IPV4 Internet Protocol Version 4 
IPV6 Internet Protocol Version 6 
IRC Internet Relay Chat  
ISP Internet Service Provider  
 
J–K 
 
L 
 
LAN  Local Area Network 
 
M 
 
MAC Media Access Control 
 
N 
 
O 
 
OCC Office of the Chief Counsel 
OI Office of Investigations 
OPLA Office of the Principal Legal Advisor 
OS Operating System 
 
P 
 
P2P Peer to Peer  
 
Q 
 
R 
 
REP Reasonable Expectation of Privacy 
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S 
 
SA Special Agent 
SAC Special Agents in Charge 
SAMEPH Seized Asset Management and Enforcement Procedures Handbook 
SEACATS Seized Asset Case Tracking System 
SMTP Simple Mail Transfer Protocol  
 
T 
 
TCP Transmission Control Protocol 
TLD Top Level Domain 
 
U 
 
UPM Undercover Program Manager 
URL Uniform Resource Locator 
USAO U.S. Attorney’s Office 
USC U.S. Code 
 
V 
 
VOIP  Voice over Internet Protocol 
 
W 
 
WAN Wide Area Network 
WIMAX Worldwide Interoperability for Microwave Access 
WLAN Wireless Local Area Network 
WWAN Wireless Wide Area Network 
 
X-Z 




