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Candidate List: An algorithmically generated list of images from a database where one of the 
images in the database may be the same individual that appears in the submitted photograph. 
Usually, the list is ranked in order by the likelihood that the images contained within the 
database match the probe photo submission. A recipient must review the candidate list to 
determine whether a potential match exists. No candidate list return will be relied upon for 
positive identification.

Exigent Circumstances: Circumstances that will cause a reasonable person to believe that 
immediate action is necessary to prevent physical harm to the officers or to other persons, the 
destruction of relevant evidence, the escape of the suspect, or some other consequence 
improperly frustrating legitimate law enforcement efforts.

3. HSI Use of Facial Recognition Services Data and/or Technology

HSI personnel may use an FRS for purposes of an HSI investigation and/or joint investigation 
with another law enforcement agency for authorized law enforcement purposes relating to 

orcement mission. HSI personnel may only share 
information obtained from the use of an FRS with other parties or entities as authorized by 
statute, regulations, and/or existing information sharing agreements. 

HSI personnel may use an FRS in four ways: 

4. Requirements for Use of Facial Recognition Services

A. General Requirements

1. HSI will use an FRS only for authorized law enforcement purposes. Authorized law 
enforcement purposes require that be either:

Relevant and necessary to an ongoing investigation relating to HSI's statutory 
authorities; or 

Part of an established HSI program or task force whose use of facial 
recognition is assessed for its impacts on privacy, civil rights and civil 
liberties.

2. Prior to using an FRS, HSI will use reasonable efforts to identify, locate, or verify an 
individual through traditional investigative means and methods.

3. Prior to using an FRS, HSI personnel will certify through the Performance and Learning 
Management System (PALMS) that they:
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Have completed an HSI and Office of Information Governance and Privacy 
(IGP) approved training course on Facial Recognition Technology, titled ICE 
Use of Facial Recognition Services, found on PALMS;

Will use best practices, as outlined in the training, when collecting probe 
photos, submitting photos to an FRS, and using candidate lists returned from 
an FRS; and

Will abide by the privacy, civil rights and civil liberties safeguards set forth in 
the training  the Privacy Impact Assessment published at 

B. Collection of Probe Photos.

1. HSI personnel may collect probe photos of a potential suspect or victim of a crime or 
administrative violation under a HSI investigation.

2. HSI personnel may only collect probe photos of witnesses to crimes if supervisory 
approval is obtained and other reasonable methods to further an investigation have been 
exhausted.

3. HSI will not collect probe photos of individuals based solely on:
Religious, political, or social views or activities;

Participation in a noncriminal organization or event protected by the First 
Amendment; or

Race, ethnicity, gender, national origin, religion, sexual orientation, gender 
identity, nationality, or any individual characteristic protected by law.

4. HSI will not use an FRS to surveil the general public. An FRS will not be used real-time 
in conjunction with surveillance or live streaming media. The Assistant Director for IGP
and HSI Assistant Director Level leadership, in consultation with the Office of the 
Principal Legal Advisor, will separately assess future legal or technological FRS 
developments for additional guidance.

C. Submission to an FRS

1. HSI personnel will only submit probe photos to an FRS that has been reviewed and 
approved by the HSI Operational Systems Development and Management unit (OSDM)
of the Operational Technology and Cyber Division, except in cases of exigent 
circumstances.1

2 The OSDM approved FRS list is found at 

3. In the case of exigent circumstances, an HSI supervisor must approve the use of any 
FRS that has not been reviewed and approved by OSDM.  The supervisor must provide 
his or her approval prior to use of the FRS where possible, or as soon as practicable 
thereafter. 

Any FRS used in cases of exigent circumstance will be submitted to OSDM 
for subsequent review.

1 The OSDM review and approval process is documented in the ICE Use of Facial Recognition Services PIA.
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