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As part of the pre-deployment of CSS equipment, HSI operators should verify that 
the equipment is in proper working condition and confirm that the equipment has 
been cleared of all previous operational data, if it pertains to an unrelated mission, 
prior to deploying the equipment. 

 
Applications for Use of Cell-Site Simulators 
 
In all circumstances, candor to the court is of paramount importance. When making any 
application to a court, HSI SAs and TEOs must disclose appropriately and accurately the 
underlying purpose and activities for which an order or authorization is sought. HSI SAs 
and TEOs must consult with the AUSA or appropriate prosecuting attorney in advance of 
using a CSS, and applications for the use of a CSS must include sufficient information to 
ensure that the courts are aware that the technology may be used.4 
 

 
4 Courts in certain jurisdictions may require additional technical information regarding the CSS’s operation 
(e.g., tradecraft, capabilities, limitations, or specifications). Sample applications containing such technical 
information are available from the Computer Crime and Intellectual Property Section (CCIPS) of DOJ’s 
Criminal Division. To ensure that courts receive appropriate and accurate information regarding the technical 
information described above, prior to filing an application that deviates from the sample filings, SAs, TEOs, or 
the prosecuting attorney must contact CCIPS, as well as consult with the local OPLA office for compliance 
with DHS policies. 
5 Despite any disruption in service, cell phones being disrupted will still be able to conduct emergency calls, e.g., 
911.  

(b) (7)(E)



HOMELAND SECURITY INVESTIGATIONS 
Use of Cell-Site Simulator Technology 
Page 6 
 
 

 

 
HONOR | SERVICE |  INTEGRITY 

 
 

FOR OFFICIAL USE ONLY/LAW ENFORCEMENT SENSITIVE 

 
Data Collection, Recordkeeping, and Disposal 
 
HSI is committed to ensuring that law enforcement practices concerning the collection or 
retention6 of data are authorized and respect the privacy interests of individuals. As part of 
this commitment, HSI will operate in accordance with rules, policies, and laws that control 
the collection, retention, dissemination, and disposition of records that contain personally 
identifiable information. As with data collected in the course of any investigation, these 
authorities apply to information collected through the use of a CSS. Consistent with 
applicable law, regulation, and policy, including any duty to preserve exculpatory 
evidence,7 HSI’s use of CSSs shall include the following practices: 
 

1) Immediately following the completion of a mission, an operator of a CSS must delete 
all data.8 
 

2) When the equipment is used to locate a target, data must be deleted as soon as the 
target is located. 
 

3) When the equipment is used to identify a target, data must be deleted as soon as the 
target is identified, and no less than once every 30 days. 
 

4) Prior to deploying equipment for another mission, the operator must verify that the 
equipment has been cleared of any previous operational data. 
 

5) Each deployment of a CSS will be documented in a Report of Investigation (ROI) by 
the CSS-trained operator. The ROI will be stored in the relevant investigative case 
file and retained in accordance with the applicable Federal records schedule.  

 

 
6 In the context of this policy, the terms “collection” and “retention” are used to address only the unique technical 
process of identifying, dialing, routing, addressing, or signaling information, as described by 18 U.S.C. § 3127(3), 
emitted by cellular devices. “Collection” means the process by which unique identifier signals are obtained; 
“retention” refers to the period during which the dialing, routing, addressing, or signaling information is utilized to 
locate or identify a target device, continuing until the point at which such information is deleted. 
7 It is not likely, given the limited type of data that CSSs collect (as discussed above), that exculpatory evidence 
would be obtained by a CSS in the course of criminal law enforcement investigations. As in other circumstances, 
however, to the extent that investigators know or have reason to believe that information is exculpatory or 
impeaching, they have a duty to memorialize that information.  
8 A typical mission may last anywhere from less than one day to several days.  
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State and Local Partners 
 
HSI often works closely with its state and local law enforcement partners and provides 
technological assistance under a variety of circumstances. In all cases, U.S. law 
enforcement must conduct authorized missions in a manner that respects the rights of 
individuals. This policy applies to all instances in which HSI uses CSSs in support of other 
Federal agencies and/or state and local law enforcement agencies. HSI must ensure that any 
requesting law enforcement agency will provide a copy of the appropriate legal documents 
authorizing the use of a CSS device to HSI before conducting the CSS mission unless the 
mission is deemed exigent under emergency circumstances. If a case is deemed “exigent” 
under emergency circumstances, appropriate legal documentation must be provided to HSI 
within a reasonable amount of time at the conclusion of the case. 
 
Coordination and Ongoing Management 
 
Each Special Agent in Charge office shall ensure proper documentation of CSS deployments 
into a CSS ROI by the trained CSS operator. In these ROIs, confirmation that the equipment 
had been cleared of any previous operational data must also be included. The ROI must be 
completed by the CSS-trained operator of the CSS. 
 
Improper Use of Cell-Site Simulators 
 
Accountability is an essential element in maintaining the integrity of HSI. CSSs are only 
used in furtherance of criminal investigations and are not to be used for the enforcement of 
civil violations where the civil violation is the only identified violation. HSI CSSs are to be 
operated only by properly trained HSI employees. Allegations of violations of any orders 
that implement this policy, as with other allegations of misconduct, will be referred to the 
Joint Intake Center and/or the ICE Office of Professional Responsibility. 
 
No Private Right 
 
This HSI policy memorandum is not intended to and does not create any right, benefit, trust, 
or responsibility, whether substantive or procedural, enforceable at law or equity by a party 
against the United States, its departments, agencies, instrumentalities, entities, officers, 
employees, or agents, or any person, nor does it create any right of review in an 
administrative, judicial, or any other proceeding. 
 
 
Superseded Document 
HSI memorandum, “Use of Cell-Site Simulator Technology,” dated August 31, 2017. 




